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1 USING THIS GUIDE

DOCUMENT CONVENTIONS

This document assumes familiarity with basic functions like click, right-click and
double-click, and acquaintance with the basics of the operating system you're
using. It also assumes a certain degree of expertise using ECCAIRS elements
and buttons like OK or Cancel.

In addition, the following conventions are used:

» Bold for text that appear on-screen and subheadings.
Italics for publication titles and new terms.
Mono spaced for file and path names.

Bold Italic or underlined for emphasis.

YV V VYV V

Keyboard keys in square brackets, with a plus sign separating keys that
you press simultaneously.
For example:

press [Ctrl]+[Alf] +[Del] to restart your computer.

» Arrows (“2") to separate ordered directions.
For example:
Click the Start button = Programs folder > ECCAIRS 4 folder
is the same as:
1. Click the Start button.
2. Click the Programs folder.
3. Click the ECCAIRS 4 folder

In addition, some of the screen representations have been edited and a small
coloured frame has been painted around the control (the name that screen
items have in the user interface) that is referenced in the near surrounding text.
The control has been magnified, as in the example below, to increase reading.

[ — )
¢ only For These Languages:

S English My walue in English (1/

Figure 1 - Evidence painted around a control
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2 SOFTWARE INSTALLATION

INTRODUCTION

The purpose of this manual is to describe a typical installation of all components
of the ECCAIRS 4 Reporting System, as well as set-up and configuration of
database components for the storage of aircraft incident data in a standardised
and structured manner.

The installation of the software package is described in chapters. Each chapter
will take care of a specific part and/or application. Depending on the
configuration chosen, some of the chapters can be skipped. A roadmap at the
end of each chapter, in a paragraph entitled «What's next», indicates what will
be the next step and thus the next chapter.

The ECCAIRS package allows to select between a ‘Client’, workstation based,
installation, which means that the workstation on which the software is installed
is used exclusively for accessing data on a remote server, or a ‘Server
installation. This last type of installation foresees use of a relational database
management system (aka RDBMS) and set-up of user accounts and user profiles
for secure data access.

The ‘Server’ version contains all the software of the ‘Client’ version, with the
addition of administrative tools and configuration files needed for creating
ECCAIRS repositories. The two different types come within a single installation
package; during installation, a choice can be made if the workstation or the
server version of ECCAIRS should be installed.

MSDE For ECCAIRS 4

In addition to the ECCAIRS package there is an optional installation procedure
for ‘MSDE for ECCAIRS 4, which installs a database engine to be used with
ECCAIRS 4 on a standalone desktop computer. This manual also assumes that
MSDE has not been installed yet.

Desktop computers, to the contrary of server systems that require top-level and
expensive components, are normally equipped with standard, off-the-shelf,
hardware that allows for running most of today’s office automation and Internet
software.

MSDE — acronym for Microsoft SQL Server Desktop Engine — is a database
management system that allows user to run a robust but lightweight database

Chapter 2
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system on such computer. Although it is in some event possible, MSDE should
not be used as a database server in a workgroup or networked environment.

For this purpose, other excellent products are available. ECCAIRS suggests and
supports Microsoft SQL Server™ (releases 7.0 and 2000 or above) or Oracle
Corporations’ Oracle® (release 8i or above). Other database systems, either
commercial or open source are not supported.

The version of MSDE shipped with ECCAIRS — MSDE 2000 - requires
approximately 60 Mbytes of additional hard disk space, which must be
accounted for when installing the whole package.



ROADMAP

The manual is divided in chapters. Each chapter fully describes all steps
necessary for obtaining a complete and working environment for the specific
topic. Based on the type of installation, some chapters must be walked through,
while others do not. Reading the skipped paragraphs can help understand the
possibilities and capabilities of ECCAIRS 4.

New installation

The following diagrams will show the chapter order according to the layout
required. This assumes that ECCAIRS software is not installed on the workstation
or on the server.

» Client only to remote existing ECCAIRS 4 Repository

e S D
» Stand-alone with MSDE for ECCAIRS 4

Pl Pl PP, L Y

» Stand-alone with remote access to SQL Server

2l PUREL AL R 2P 2

» Stand-alone with remote access to Oracle

2l PRSP Pl ) e 2P 2

» Stand-alone with ECCAIRS 4 (.E4F) data files
= O DD DR

Existing installation

This option assumes that ECCAIRS software is installed and that the ECCAIRS
client must be connected to a new repository.

» Existing Client to remote existing ECCAIRS 4 Repository

e v L v P P P 2
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3 PREREQUISITES

Installing ECCAIRS software on a computer puts a specific load on hardware
and software characteristics. Based on the selection of the installation mode
(‘Client’ or ‘Server’), requirements change.

Please note that a user that is either the computer administrator or that has
administrator rights on the computer must perform the installation. Failure to do
so can result in an incomplete installation with unpredictable results on the
whole computer system.

The software installer (“InstallShield”) may create temporary copies of the
installation package on the hard disk, about the same size of the installation
package. Consider this when computing disk space.

WORKSTATION

The installation of a workstation with access to a networked repository requires
the following minimal configuration

Hardware
o Intel Pentium [l family processor. Pentium IV or higher is recommended.

e 128 Mbytes RAM. 256 Mbytes or more strongly recommended.
e 75 Mbytes hard disk space for the installation of ECCAIRS software.

e Network interface to LAN.

Software

e  Windows NT Workstation 4.0 including Service Pack 6a or higher, or
Windows 2000 Professional including Service Pack 2 or higher, or
Windows XP Professional including Service Pack 1 or higher.

e Internet Explorer 6.0 or higher.

REPOSITORY SERVER

The installation of ECCAIRS as a Repository Server requires the following
minimal configuration. If the installation is performed on a database server,
additional characteristics (CPU, disk, memory) may be required by the database
management system. In the case, please refer to the proper documentation.

Chapter 3
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Hardware

o Intel Pentium Il family processor. Pentium IV or higher is recommended. For large multi-user
environments, multiple processor servers should be considered.

e 256 Mbytes RAM. 512 Mbytes or more recommended.

e 75 Mbytes hard disk space for the installation of ECCAIRS software

e 100 Mbytes hard disk space for the database (approx 2000 occurrences). As an average, for
each additional occurrence another 50Kbytes of extra disk-space is required.

e 60 Mbytes of hard disk space in case of installation of MSDE. For other database
management systems please refer to the proper system specifications.
Back-up facilities
Network interface to LAN

Software

e  Windows NT Server 4.0 including Service Pack 6a or higher, or
Windows 2000 Server including Service Pack 2 or higher, or
Windows 2003 Server or higher.

e Internet Explorer 6.0 or higher.

e  Proper Database Client. An MSDE or SQL Server client is installed by the ECCAIRS
installation package. The Repository Server must have proper Oracle Client software installed if
the destination database is Oracle.

PREPARATION

Before starting the installation procedure, check that any previous installation of
ECCAIRS 4 has been removed/uninstalled. This includes beta releases and
release candidate versions.

The ECCAIRS 4 installations leave a large MSI file (approx. 60 Mbytes) in a
specific folder called ‘Eccairs 4 Installations’ (depending on the
release of Windows this is under ‘C>\WINDOWS’ or ‘C:\WINNT’).

After uninstalling the previous environment and before installing a new version,
any ‘ECCAIRS 4 .MSI' file found in this folder or its subfolders can be deleted
in order to save disk space.

THINGS TO REMEMBER

The installation procedure may require a reboot of the workstation or of the
server. It is therefore strongly suggested that you save your work and close all
running applications before starting the installation procedure.

If the reboot must be operated on the server, be sure to notify all connected
users of the upcoming event.



WHAT’'S NEXT

The following diagrams will show the chapter order according to the layout
required.

» Installing ECCAIRS 4

2l o 2L L A L ¥ Pl
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4 INSTALLING ECCAIRS 4

The ECCAIRS 4 software contains all components of the ECCAIRS 4 Reporting
System. These components include a data entry and retrieval application called
Browser, an application for creating all types of charts called Grapher, and a set
of tools for database management, optionally installed according to the
installation chosen.

INSTALLATION

All ECCAIRS 4 software is installed from a single installation package provided
on the distribution media. This package contains the software for an ECCAIRS
client as well as an ECCAIRS server.

To install ECCAIRS 4 Client or Server on a workstation do the following:

1. Login on the target system as an administrator or as a user with
administrator rights.

2. Locate the appropriate folder on the distribution media.

3. From this folder run the set-up program called EccairsxxxSetup.exe,
where xxX indicates the release version. At a certain moment, you will see
an opening screen with the ECCAIRS logo.

{E Eccairs 4.2.6 - InstallShield Wizard

ECC Ale
\ /

European Co-ordination Centre for Avition Incident Reporting Systems

Trjstallahield

<Bedk cancel |

4. Press Next > to continue. A copyright screen will be presented. Press Next >
to continue to the license agreement form.

Chapter 4
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18 Eccairs 4.2.6 - Install

License Agreement

Flease read the following license agreement carefully,

Copyright () 19595-2005 J cint Research Centre of the Euopean Commission -
ECCAIRS, the ECCAIRS logo, and the ECCAIRS products refer to a series of software

applications deweloped by European Commission in the contest of the European Coordination
Centre far Aviation Incident Feporting Spstems [ECCAIRS).

All other trademarks are property of their respective owners. Information contained hersin is
subject to change without natice. Al rights reserved.

ECCAIRS 4 LICENSE AGREEMENT

EMD-USER LICEMSE AGREEMENT =l

5" 1 accept the terms in the license agreement

" 1do not accept the kerms in the license agresment

< Back I Text = I Cancel |

Linstallafiield

5. Accept the license agreement and press Next > to continue.

Customer Information

Please enter your information.

Lser Mame:
[Eccars

Qraanization:
[Eurapean Commission - JRC (spra)

Install this application For:
' fnyone who uses this computer (all users)

= Gnly for me (Eccairs)

InstallGtield

<Back cancsl |

6. Compile the fields for your User Name and Organisation and install so that
Anyone who uses this computer (all users) will be able to run ECCAIRS. Press
Next > to continue the set-up.

7. Now you must provide the installation folder for your application.

[ Eccairs 4.2.6 - Install

Destination Folder

Click Next to install to this Folder, or dick Change to install to a different Folder.

D Install Eccairs 4.2.6 to:
Zi\Program FilesiEccairs4l, ange.

InstallGtield

Cancel

< Back




If possible, keep the default installation folder proposed. References to this
same folder will be made further in this manual. If you decide to change
this, write the installation directory in the space below. Click Next > to
continue.

Write the name of
the installation folder

Install dir here for lat !
\ ere 1or larer use

On the next dialogue, you must choose between two types of installation,
the Client Workstation installation or the Server installation. If you need to
install a Repository Server accessible over a network, or if you plan to install
MSDE on the same computer, then choose Server; otherwise, choose Client
Workstation (as in the figure below).

{& Eccairs 4.2.6 - InstallShield Wizard

Setup Type -
Choose the setup bype that best suits your nesds. L

Plaase selsct a setup bype.

& client Workstation

Prepares a warkstation to be used as a client for one or more
repositary servers, Installs all client applications.

" Server

Installs all client applications as well as database support including
sCripk ko use to create the database structure either for SQL Server
7.0 - 2000 or Oracle & or MSDE

Trjstallahield

< Back

10. Click Next > to continue. Now you will see a dialogue indicating that the

installation process can start. Press Install to start the installation (or Back if
you want to change some of the installation options).

{i Eccairs 4.2.6 - InstallShield Wizard

Ready to Install the Program -
The wizard is ready to begin installation, -IA‘,‘Q

IF you wank ko review or change any of your installation settings, click Back, Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Client Whorkstation
Destination Folder:
C:\Pragram Files|Eccairs4)

User Information:
Mame: ECCAIRS

Comparty: European Commission - JRC (Ispra)

Ijstallshield

Cancel

< Back.

Chapter 4

21



22

11.During the installation, a progress bar informs about the status of the
installation process. After some time, a message will prompt that the
installation has completed. Press Finish to close the installation program.

18 Eccairs 4.2.6 - Installshield Wizard

Installshield Wizard Completed

The Installshield Wizard has successfully installed Eccairs
4.2.6. Click Finish to exit the wizard,

< Back I Finish I Canice| |

UpPDATING ECCAIRS wITH HOT FIXES

All software of so-called “commercial quality” — and unfortunately ECCAIRS
makes no exception — suffer from bugs and/or glitches that are discovered once
released, no matter how intensive and accurate the testing has been performed.
It is therefore necessary to update the installed system with new releases so that
users — and administrators — can benefit from the fixes.

Releases of ECCAIRS are normally planned over a long time frame, a period of
time that might cause trouble if the software error is impeding users from
utilising the system. To overcome this issue, software updates are made
available with a much higher frequency. In the ECCAIRS system, these updates
are called Hot Fixes.

Hot fixes can be downloaded from the Support Area of the ECCAIRS Internet
Web site (http://eccairs-www.jrc.it). They are normally provided as a single, self-
extracting compressed format, containing the hot fix and some additional files.

Please note that the hot fix package may contain very important
information and/or instructions. It is therefore strongly advised to read the
enclosed documentation carefully before proceeding.

To install ECCAIRS 4 Hot Fix on a workstation do the following:

1. Login on the target system as an administrator or as a user with
administrator rights.

2. Download the most recent hot fix package from the ECCAIRS web site and
decompress it to a temporary folder (images in this paragraph are only used
for screen support and do not necessarily represent the latest hot fix).


http://eccairs-www.jrc.it/

From this folder, run the set-up program called Eccai rsxxxHotFfixY .exe,
where xxx indicates the ECCAIRS release version, and Y the progressive hot
fix number. It is important to run the hot fix against the proper ECCAIRS
installation, otherwise the hot fix may fail to install or install incorrectly

making the whole ECCAIRS system unstable.

¢ Eccairs 4.2.4 Hotfix 4 [ %]

AT

ECCAIRS Hotfix 4 for release 4.2.4

This hotfix will update seversl ECCAIRS files on this
computer system. Befare continuing pou should close
all applications.

Irstall Cancel

Hot fixes are generally cumulative. This means that the most recent hot fix
contains the updates included in all preceding hot fixes as well. It is
therefore possible to skip a certain hot fix if a newer one is available.

Click Install to start the installation of the hot fix. The hot fix will first verify the

existing installation. ..

¢ Eccairs 4.2.4 Hotfix 4 [ %]

AT

ECCAIRS Hotfix 4 for release 4.2.4

6 Checking file status.

...and if everything is found consistent, proceed with the installation of the

updated components and programs.

¢ Eccairs 4.2.4 Hotfix 4 [ %]

AT

ECCAIRS Hotfix 4 for release 4.2.4

’ Installing nevs files.

5. Click Ok to quit the installation of the hot fix.

¢ Eccairs 4.2.4 Hotfix 4 [ <]

A

ECCAIRS Hotfix 4 for release 4.2.4

@ Hotfix installation successful

Chapter 4
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INSTALLATION TEST

The ECCAIRS 4 software installation package contains most of the components
it needs to work. The remaining ones are offered directly by the target system,
because they are part of the operating system.

Sometimes, and for the most different reasons, these components are not lined-
up and can cause the application to fail, apparently without reason. As every
component is from factory labelled with a version number, a tester application
can compare this with a reference system on which ECCAIRS runs without
problems.

1. Click on Start = Programs = Eccairs4 > Tools = Test Eccairs 4
Installation. The tester application will automatically start scanning the
installed components (actual screen layout may vary).

i Test Eccairs 4 Installation - Yersion 4.2 Revision 6 {Build 4 of 7-Oct-2005)
Object [ version [ Fileriame -
Microsoft® Activel Data Object Fecaordset Library 28111170 [#p...  C:NProgram File
@Ecca\rs 4 Lesicon Container 4.02.0600 C:“Program File
@Ecca\rs 4 Dictionary Container 4.02.0600 C:A\Program File
@M\:lnsnl@XMLliD 4.10.9404.0 CHwINDOWS
@Mmmsnll@’ Dan 03 60.8618.0 C:“Program File
@Softwale F¥ SF¥ Bar 1.0230 C:M\Program File
@Ecnavs 4 Query 4.02.0502 C:“Program File
@'Ecca\rs 4 Graphs Library Component 4.02.0507 C:\Program File
{'Z;Eccavs 4 Lexicon 4.02.0501 C:\Program File
@Ecca\rs 4 Logical Dictionary 4.02.0600 C\Program File
@Ecca\rs 4 |ntemational Language Support Dictionary 4.02.0600 C:A\Program File
€ Eccairs 4 Irtemationsl Languags Support Lesicon 4.02 0501 C:\Pragram File
@Ecca\rs 4 Occunence 4.02.0600 C:\Program File
@Ecca\r: 4 Set 4.02.0502 C:M\Program File
@Ecca\rs 4\iew 4.02.0600 C:“Program File
@Ecca\rs 4 Toolip 4.02.0600 C\Program File
A e P bl e PRy [N S
4 | Ll_l
(s 4 HML Parser Insrfs ‘ Stop | Esport | i | Exit I

The tester will colour components that are older than expected in RED and
those newer in BLUE (generally, it is believed to be OK). Red lines could
indicate a potential problem: in the case, ECCAIRS support should be
contacted.

The tester has a function that allows activating the preferred e-mail program
for sending the result list as an attachment called ‘E4TestExport-
File.txt’ via electronic mail. This list can also be exported for later
reference.

The current ECCAIRS release is displayed in the title of the dialogue box.
2. Click Exit to quit the application.



WHAT’'S NEXT

The following diagrams will show the chapter order according to the layout
required.

As ECCAIRS Client

If the installation has been performed as a ‘Client’, then as a next step it must be
connected to a remote existing ECCAIRS 4 Repository.

» Client only to remote existing ECCAIRS 4 Repository

T P L L ¥ PR P P 2

As ECCAIRS Server

For the ‘Server’ installation, more options are available. If you plan to use a
RDBMS on this same computer or on another networked computer, then
proceed according to the layout required.

» Setting up an ECCAIRS 4 database using MSDE

S P2 o Z A 7 PN P R Pl

» Setting up an ECCAIRS 4 database using SQL Server

S P PR ) - Z L PR P v P

» Setting up an ECCAIRS 4 database using Oracle

S P PUIR P V) o P P v L P

» Setting up a system without a database server

S P LT ¥ L e P P o PR
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5 PREPARING AN ECCAIRS DATABASE

ON MSDE

The Microsoft MSDE is an optional set of software that allows installing a
Microsoft SQL Server 2000 compatible database environment on a standalone
workstation for a single user, single workstation ECCAIRS repository.

Though it is to a certain extent possible to share an MSDE based repository over
a network (for instance in a small workgroup), this usage is discouraged
because of the limited capacity of the MSDE package as a multi-user database.
Normally such system requires increased performances, security and availability.
For these multi-user, networked environments, a full database package like SQL
Server or Oracle should definitively be considered.

Before installing the ECCAIRS 4 MSDE package, ECCAIRS 4 should have been
installed as a ‘Server’ version (see chapter 4, in the paragraph entitled
INSTALLATION at point 9 on page 21).

INSTALLATION

The ECCAIRS MSDE software is installed from a single installation package
provided on the distribution media. To install ECCAIRS MSDE do the following:

1. Login on the target system as an administrator or as a user with
administrator rights.

2. locate the appropriate folder on the distribution media. Run the set-up
program ‘Eccai rs4MSDESupport.exe’ that can be found in this folder.
At a certain moment, you will see an opening screen with the ECCAIRS
logo.

{& Eccairs 4 MSDE Support - InstallShield Wizard

Welcome to the InstallShield Wizard for
Eccairs 4 MSDE Support

The InstallShisld(R) Wizard will install Eccairs 4 MSDE Support
on your computer, To continue, dick Mext,

WARNING: This program is protected by copyright law and
international treaties.

< Back I lent = I Cancel

Chapter 5
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3. Press Next > to continue. A copyright screen will be presented. Press Next >
to continue to the license agreement form.

1 Eccairs 4 MSDE Support - InstallShield Wizard x|

License Agreement

Please read the following lcense agresment carsfully, "iA,‘-‘-'LS]

Lizense agreement =

This setup installs The Microsoft® S0L Server (tm) 2000
Desktop Engine for ECCAIRS. The Microsoft® SQL Server
{tm) 2000 Desktop Engine is a Microsoft merge module
that cen be distributed by third party developers to
build single vorkstation database solutions.

ECCAIRS is a product of the European Commission
available to European union Aviation Authorities and =

& 1 accept the terms in the license agreement. Brint.

" 1do naot accept the kerms in the license agresment

Linstallafiield

< Back I Text = I Cancel |

4. Accept the license agreement and press Next > to continue.

5. Now you must provide the installation folder for your application. If possible,
keep the default installation folder proposed, or change it to the folder
entered in chapter 4, in the paragraph entitled INSTALLATION at point 8 on
page 21. If you decide to change this, write the installation directory in the
space below the next figure.

i'c!r“ Eccairs 4 MSDE Support - InstallShield Wizard x|
Destination Folder —
Click Neoct ta instal ta this Folder, or click Change to install to a different Folder. -A,‘S]

G Install Eccairs 4 MSDE Support to:
CiProgram Files\ECCAIRS MSDE} Change...

Linstall&fiield

< Back

cancsl |

Write the name of

I d the installation folder
= Inst ir here for lat !
sta — ere tor later use

6. Click Next > to continue. Now you will see a dialogue indicating that the
installation process can start. Press Install to start the installation (or Back if
you want fo change some of the installation options).



18 Eccairs 4 MSDE Support - Installshield Wizard x|

Ready to Install the Program -
The wizard is ready to begin installation. nA,EI

Click Install ko begin the installation.

I you want ko review or change any of yaur installation settings, click Back. Click Cancel to
exit the wizard.

TiystallEhicld

< Back. I Tnstall I Cancel |

During the installation, a progress bar informs you on the status of the
installation process. When the installation process has completed
successfully you will be informed and you must press Finish to close the
installation program.

{& Eccairs 4 MSDE Support - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Eccairs 4
MSDE Support. Click Finish ta exit the wizard,

< Bacl

Coneell |

The Set-up procedure will eventually inform you that your workstation must
be restarted. Select Yes if you want to perform immediately. Be sure to close
all other applications first.

1 Eccairs 4 MSDE Support [ <]

‘You must restart you system For the canfiguration

! changes made to Eccairs 4 MSDE Support to take
effect, Click Vs o rastart now or Na if yau plan ta
restart later.

If you plan to restart later, thus selecting No, remember that you will only be
able to continue with this manual until a restart has been performed. During
the start-up, in fact, ECCAIRS MSDE will complete the installation
automatically and activate a usable instance of the database engine.
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CONFIGURATION

Now that ECCAIRS MSDE has been installed, it needs to be properly configured
before it can be used for data-storage. Perform the following steps:

9. Login on the target system with the same account used in the previous steps.
Start the SQL Server Tool installed by ECCAIRS MSDE. This program can be
found under Start = Programs = Eccairs MSDE = SQL Server Tool.

10. When this application is run, a dialogue box comes up with the name of the
MSDE instance installed (<computer name>\ECCAIRS), and a
username and password for the administrator of this database.

M) Accessories

I Eccairs 4

@ Eccairs MSDE

erver Tool

IE) Microsaft Office Tools 55 Uninstal ~
I Startup N\
1) wireless Ay
f&
- Eccairs SQL Server Tool
2y Documents 13
- 5L Server [ECWKS1\ECCAIRS »* |
D» Settings v
= Usemame: [sa
- search 3
Passwrd: [
t)/ Help and Support
g (il £ Cancel
= . [ &= |
3] shutpown..

o istart & G & :

. Instance name

Write the name of
the MSDE instance
here for later use!

11. Make sure this instance is selected, leave the Username ‘sa’ and enter the
Password (the default value is ‘ECCAIRS’ in upper case). Click on OK to

login into the SQL Server Tool.

12. Click on the B icon in front of the MSDE instance name so to expand the tree
view. Highlight the Databases element in the tree and right-click. Select
Create... for creating a new database.

-iEccairs SQL Server Tool

Fle Actions Help

=0 ECwKS1\ECCAIRS
Databases)

Creats,..

Restore
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13. A database must have a unique name, and the database manager will ask
to supply one. Enter a valid name, for instance ‘E4DB’. References to this
same name will be made further in this manual. If you decide to change
this, write the database name in the space below.

Database Name: E4DB
Cancel
Write the name of
the database here
. DB name for later usel

—~—

Click on OK. The database will now be created, a process that might take
several minutes. At the end, you will see a dialogue with the confirmation.

14. Once finished, the tree of the MSDE instance will show you the database
created (here ‘E4DB’) together with two nodes for the Logins and the Tables
of the database. The next step consists in creating the tables for ECCAIRS 4,
by right clicking on the database name and selecting Run Script....

i+iEccairs SQL Server Tool

File Actions Help
=] ECWKGT\ECCAIRS
=+ Databases

=0
{1 Logins
{7 Tables Backup
Restore

[

Remove

15. The script to run is called ‘MakeE4MSDE .sqgl’ and can be found under the
‘Scripts\MSDE’ subfolder of the main installation folder of ECCAIRS 4
(chapter 4, in the paragraph entitled INSTALLATION at point 8 on page 21)

Open 2] x]
=9 MSDE = =@ E-

% My Recent Documents
Desklop
hr_] My Documents
"¢ My Comptter
S 18] 3% Floppy
e [C) System
) Frogram Files
) Eoeairs 4
[ Seripts
&
e [00) Data
Iy Documents L [E:)CD Drive
5 [F) DVD-RW Drive

!}E & My Network Places

My C

iLiter

. File narme: [MakeE 4MSDE sl =l Open |
w - Files of tupe: [50L Files =] Cancel

w
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16.

17.

18.

Select this file and wait until the script execution has completed successfully.
The Tables tree — if expanded — will show all tables created.

A new Login needs to be created so that the ECCAIRS 4 can access and use
the database. It would be possible to use the existing ‘sa’ user. However,
this account is designed for administrative purposes only; it should therefore
not be used for regular database access.

i2iEccairs SQL Server Tool

Eile  Actions Hslp

= D ECWRSTAECCAIRS -
E P Databases

= E E4DB

e |
sa
=3 Tables
E444135
; E44M15
E48M17
E48M212
= Edam21e
E42M238
E44M239 |

Highlight the Logins node, right-click and select Create.... On the dialogue
box that appears, enter a User name for this Login account and post a
Password. Type the chosen password again in the Verify password field.

Login =]

LUser Mame: E4tdanager
Passward: IW—
Werlfiy password: |

Cancel |

It is not important which name and password are given, but these values
should definitively be kept since they will be needed later on.

Write the name and
the password here

User Name for later use!
\

Password (case sensitive)

The new login is displayed in the Logins tree. If the password needs to be

changed, then right-click on the account’s name and act accordingly.



WHAT’'S NEXT

At this point, the database has been created on the local machine and is now
ready to accept data, but ECCAIRS 4 cannot store data unless a valid Repository
is made up.

In this configuration, i.e. with an ECCAIRS ‘Server’ system and a database server
(here MSDE), the user accesses the data via an ECCAIRS 4 Repository locally,
without using a local area network (LAN).

The Repository is thus the centre of the local ECCAIRS 4 network: all users must
use it for being able to input, retrieve and display occurrence data. The role of
the Repository is managing occurrence data by means of security, data display
rules and data access configuration.

More information about repositories can be found in the ECCAIRS technical
manuals.

As stand-alone system

If the ECCAIRS system will be used as a stand-alone system, then no additional
system configuration is necessary, except for those deriving from the instructions
set forth in the chapters dedicated to the ECCAIRS Repository configuration.

» Setting up an ECCAIRS 4 Repository
EPLr] Pl S P

As ECCAIRS Server

If this ECCAIRS system will be used by other workstations also (with all the
limitations set forth in the introduction of this chapter), then DCOM must be
configured. DCOM allows an ECCAIRS ‘Server’ to receive calls and
communicate over a LAN with an ECCAIRS ‘Client’ system.

» DCOM for remote access from other clients to the Repository Server

TP ¥ P PN 2 e ZLE P PN
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6 PREPARING AN ECCAIRS DATABASE

ON SQL SERVER

This chapter contains specific instructions for setting up an ECCAIRS database
running on Microsoft SQL Server release 7 or Microsoft SQL Server 2000. It is
assumed that either release of SQL Server has been installed prior to following
the instructions. The images shown in this chapter are taken from an installation
performed on a server running SQL Server 2000. Images for SQL Server 7
might be slightly different.

Although the steps for successfully preparing an ECCAIRS database on SQL
Server are of moderate difficulty, managing and configuring a SQL Server
instance should remain a task for a skilled database administrator.

PREPARATION

Before installing and configuring an ECCAIRS database on SQL Server,
ECCAIRS 4 should have been installed as a ‘Server’ version (see chapter 4, in
the paragraph entitled INSTALLATION at point 9 on page 21).

The default folders proposed by SQL Server can be wused, but the
recommendation is to create the following folder structure on the logical disk
that will contain the ECCAIRS database:

e C:\ECCAIRS4 (root directory)
o C:\ECCAIRSADATA (the place where the database data-files will be located)
o  C:)\ECCAIRS4\LOG (the place where the database transaction log file will be located).

Note that if you create the ‘DATA’ and the ‘LOG’ folder in a different drive
and/or subfolder on your system, then you should substitute the relevant part of
the locations used in the rest of this manual with your chosen location.

For your data safety, the database should be backed up regularly with
backup software of good quality. Consider also exporting data to E4F
files, and backing up the latter.

INSTALLATION

Installation of SQL Server is not described in this manual. The installation as
described in the Microsoft documentation can be followed. It is however
mandatory to allow connections via SQL Server authentication in addition to the
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Windows authentication. This setfting is available under the Security tab, found
on the Properties dialogue of the SQL Server instance.

il SOL Server Enterprise Manager - [Console Root\Microsoft SQL Servers\SQL Servers Group'y{

|f Console  Window  Help
| acton Wiew Took “ - .,‘|>< AR L@ A A A @ 1]
Tree | (ECSRY) (Windows NT)
L] Console Root EI e
=) Microsoft SQL Servers ecuny |
- Datahases Data P
2 . Transform (L
. Mew SQL Server Registratial @ SOL Server provides authentication based on 'windows
21 Data Transform Edit SQL Server Registratior accounts and a named SAL Server login |D and password
-1 Management | Delete SGL Server Registrat
-] Replication A Aepme
& fople Bisgonnect Authenticatian:
- Suppart Service ?a%jse P »
-] Meta Data Sere. = H - H
Start 7 * S0L Server and Windows
4 |
o pa S et ma.!i,—
Help |

CONFIGURATION

A SQL Server database needs to be created and configured before ECCAIRS 4
can use it for data-storage. The server will need to know where to save data and
who is granted access to it. Perform the following steps:

1. Start SQL Server Enterprise Manager.

2.

Expand all nodes of the tree in the left pane of the SQL Enterprise Manager

and select the Databases node of the server on which you installed
SQL Server — in the example ‘ECSRV".

" SQL Server Enterprise Manager - [Console Root'Microsoft SQL Servers',SQL Servers Group' (... [M[=] 3

JRETE

Jﬁ] Console  window  Help

| action  wew ool |J<2= -D|\x."§

¢ |8, 0 @08 |

Tree |

L1 Console Root:

£ ] Microsoft SGL Servers

14 5QL Servers Group

-y (ECSRY) (Windows WT)

e fDat s
{21 Data Transformatior
{21 Management
{21 Replication
{3 security
{221 Suppart Services
(21 Meta Data Services

e

Databases & Items

master model

tempdh

msdb

Morthwind

pubs

= Server name

Werite the name of
the Server here for
later usel

3. Create a new database by selecting Action - New Database... or by right
clicking on the Databases folder under the server’s name. This brings up the
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dialogue box where you can set all properties for the new database and its
transaction log.

4. Within the Database Properties window click on the General tab. Enter a
valid name in the Name field, for instance ‘E4DB’. References to this same
name will be made further in this manual. If you decide to change this, write
the database name in the space below.

Database Properties - E4DB

General | DataFiles | Transaction Log |

@ Mame: IEADE

Database

Status: [Unknawn]
Owner: [Unlenown)
Date created.

Write the name of

the database here
. DB name for later usel!
~

5. Click on the Data Files tab. The File Name of the database files will default
to the name given above and the suffix ‘_Data’ - for instance
‘E4DB_Data’. Set the location of your database file to the folder indicated
in paragraph entitled PREPARATION on page 35.

Datahase Properties - EADB [ x|
General DataFiles | Transaction Log |

Database files

File Mame Location Initial size (B | Filegroup
[CAECCAIRS4ADATANE4DE Data MDF

Delets |

File properties
v Automatically grow file

File gowth———————————— [~ Maimum fike size:
’71'" In megabytes: fl j ’Vr-‘ Urrestricted file growth

@ By percent 10 ﬂ " Restrict file rowth [ME] 101 B

ok I Cancel Help

= File Name

Location
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Set the size of the database file to meet your requirements. Each occurrence
occupies an average of 50 Kb. In the above example, 100 Mb storage
space is allocated, sufficient for storing approximately 2.000 occurrences.
The settings for File growth and Maximum file size must be established
according to the proper database policy.

Click on the Transaction Log tab. The File Name of the database files will
default to the name given above and the suffix ‘_Log’ — for instance
‘E4DB_Log’. Set the location of your transaction log file to the folder
indicated in paragraph entitled PREPARATION on page 35.

Database Properties - E4DB
Geneial | Data Files  Transaction Log |

&Trarsaction log files

File Mame Location Initial size [ME]
[C:AECCAIRS4.LO0G\E4DE_Log LDF
]

Delete

File properties
W ically arow file

Fils growith Maxirumn file
" In megabytes: 1 ::II 1+ Uriestictad fle growth
' By percent: 10 :II " Riestict file grovith [MEB: |2 :II

oK I Cancel Help

. File Name

Location

Set the size of the transaction log file to meet your requirements. In the
above example, 16 Mb is allocated. The settings for File growth and
Maximum file size must be established according to the proper database
policy. Click on OK to confirm.

The next step consists in creating the tables for ECCAIRS 4. Start the SQL
Server Query Analyzer from the Tools menu of SQL Server Enterprise
Manager. Select the ECCAIRS database just created (point 4, on page 37)
as the current database.



8.

10.

11

12.

& SOL Query Analyzer - [Query - ECSRY.E4DB.ECCAIRSCOURSE\ Administrator - C:\Program File... [M[=]E3
0} Fle Edt Query Iools MWindow Help

S EEE L EEE

DECLALRE BDEN warchar (255)

EBEGIN

SET BDEN-DE_NALME (]

EXECUTE sp dboption BDEN, 'select into/bulk

Select the correct

OID int Mot Mull,

END
o U pubs database before
O tempdb . .
0 <Detals..> executing the script!
CREATE TAELE E4MAIN(

OCCEEY warchar (40) Tull,
4447 1 int Null,
A447_TC warchar (255) Mull,

IA447 T warchar (255] Null, | _'LI
4 3

[ECSRy (8.0) |ECCAIRSCOURSE\Aministrator ||E4DE | 0:00:00  Drows [n 1, Col1

[Connections: 1 [ A

With File > Open, load the proper SQL script into the Analyzer. The script
to run depends on the version of SQL Server installed, and s
‘MakeE4Sql2000.sql’ for SQL Server 2000 or ‘MakeE4Sql7.sqgl’ if
using SQL Server 7. Both scripts are stored in the ‘Scripts\SQL Server’
subfolder of the main installation folder of ECCAIRS 4 (chapter 4, in the
paragraph entitled INSTALLATION at point 8 on page 21).

Execute the script by selecting Query = Execute or by clicking the green
play button ¥ on the tool bar. Running the script may take several minutes.
It will create all the necessary items (tables, keys, etc.) for ECCAIRS. The
Results window on the bottom part of this dialogue can be browsed to see if
error messages have been generated during the execution of the script.

Finally close SQL Server Query Analyzer and return to Enterprise Manager.

. The ECCAIRS database has to be associated with a User account. Create

the new login by right clicking on the Logins item under the Security folder of
the SQL Server server.

"l SOL Server Enterprise Manager - [Console Root' Microsoft SQL Servers\SQL Servers Group'i(... =] B3

jﬁ] Conscle  ‘Window  Help |_|_|- 8]
| soton vew 1ok || & o @[ * A DB[R]%]D 00 €0 |
Tree | | Logins 2 Items
3 Console Roct = [mame+ [ Tvpe [ Server Access | Defau:
%) Microsoft SQL Servers @G LI TN Administrators Windows Group  Permit master
B4 5L servers aroup = Standard Permit master

El Gy (LocaL) (windows N
(1 Databases
(22 Data Transforma
(£ Management
(22 replication

Securit:

=-Ea y View R
e .
& Mew Window fram Here
%2 Server Re

Linked 52| pefresh
¥ Remote X Ewport Ust...
Help | [

On the General tab enter a valid in the Name field, select SQL Server
authentication and enter a Password. It is not important which name and
password are given, but these values should definitively be kept since they
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will be needed later on. Select your generated ECCAIRS database (point 4,
on page 37) as Database in the Defaults section at the bottom and as
Language select ‘<Default>’.

SQL Server Login Properties - New Login ﬁ

General | Server Roles | Database Access |

% Mame; E 4M anager _I

Authentication

" Windows Authentication
Dormsin 4
SECuflt}' access:
% Grant access
€ Deny aecess

* EAL Server Authenticaliort

Passward,

Defaults

Specify the default language and databaze for this login,
Database: E4DE il
Language: <Defaults hd

ok | cacedl | Hep |

Write the name and
the password here
= User Name for later use!
~

Password (case sensitive)

13. On the Database Access tab check the ECCAIRS database (see above) in
the upper list and check ‘db_owner’ in addition to ‘public’ in the lower
list. This gives the new user enough rights in the ECCAIRS database.

SQL Server Login Properties - New Login x|
Generall Server Roles  Database Access |

@ Specify which databases can be accessed by this login.

Femmit | Database |User

O Northwind

CIE  master

—e il
Database roles for 'E4DB"
|Pemit in Database Rale [«]

€ publc

16 db_accessadmin

[l RN

Properties
1] I Cancel | Help |

14. Press OK and confirm the password when asked for. SQL Server will add the
user within the database.

15. Close SQL Server Enterprise Manager.



WHAT’'S NEXT

At this point, the database has been created on the local machine and is now
ready to accept data. In this common configuration, i.e. with an ECCAIRS
‘Server’ system and a database server — here: SQL Server, other users access the
data via an ECCAIRS 4 Repository over a local area network (LAN).

The Repository is thus the centre of the local ECCAIRS 4 network: all users must
use it for being able to input, retrieve and display occurrence data. The role of
the Repository is managing occurrence data by means of security, data display
rules and data access configuration.

More information about repositories can be found in the ECCAIRS technical
manuals.

As ECCAIRS Server

If the ECCAIRS system will be accessed by other workstations, then DCOM must
be configured. DCOM allows an ECCAIRS ‘Server’ to receive calls and
communicate over a LAN with an ECCAIRS ‘Client’ system.

» DCOM for remote access from other clients to the Repository Server
SR vk L, W P

As stand-alone system

If the ECCAIRS system will not be accessed by other workstations and will thus
be used as a stand-alone system, then no additional system configuration is
necessary, except for those deriving from the instructions set forth in the chapters
dedicated to the ECCAIRS Repository configuration.

» Setting up an ECCAIRS 4 Repository for occurrence data access

S L U vk 2L PR ) L P
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7 PREPARING AN ECCAIRS DATABASE

ON ORACLE

This chapter contains specific instructions for setting up an ECCAIRS database
running on Oracle 8i. The images shown in this chapter are taken from an
installation performed on a server running Oracle Enterprise Edition 8.1.7.
Images as well as procedures and forms might differ for other versions of
Oracle, but the tasks to be performed are the same.

Although the steps for successfully preparing an ECCAIRS database on Oracle
Server are of moderate difficulty, managing and configuring an Oracle instance
should remain a task for a skilled database administrator.

PREPARATION

Before installing and configuring an ECCAIRS database on Oracle Server,
ECCAIRS 4 should have been installed as a ‘Server’ version (see chapter 4, in
the paragraph entitled INSTALLATION at point 9 on page 21).

The default folders proposed by Oracle Server can be used, but the

recommendation is to create the following folder structure on the logical disk
that will contain the ECCAIRS database:

e C:\ECCAIRS4 (root directory)
e C:\ECCAIRS4\DATA (the place where the database data-files will be located)

Note that if you create the ‘DATA’ folder in a different drive and/or subfolder on
your system, then you should substitute the relevant part of the location used in
the rest of this manual with your chosen location.

For your data safety, the database should be backed up regularly with
backup software of good quality. Consider also exporting data to E4F
files, and backing up the latter.

INSTALLATION

Installation of Oracle is not described in this manual. The installation as
described in the Oracle documentation can be followed.

It is worth mentioning that when using the ECCAIRS system with an Oracle
database in a LAN environment, only the ECCAIRS Repository Server must have

Oracle Client software installed, because this is the only workstation connecting
to the Oracle instance.
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Concurrently, it might be necessary to modify the Oracle’s Authentication
Adapter to force use of standard User ID and Password authentication, by acting
within the configuration file called ‘SQLNET .ORA’ of the Repository Server only:

# SQLNET.ORA Network Configuration File (sample)

== quthentication to

éQLNET_AUTHENTICATION_SERVICES: (NONE) Set the Oracle
‘(NONE’)

CONFIGURATION

An Oracle database needs to be created and configured before ECCAIRS 4 can
use it for data-storage. The server will need to know where to save data and
who is granted access to it. Perform the following steps:

1. Start Oracle DBA Studio and connect to the server instance. Log in using an
account having privileges that include being able to create users and
tablespaces. References to this same server instance name will be made
further in this manual, so it is best to write this name in the space below.

Write the name of

the Oracle instance
. Oracle ID here for later use!
~—

2. Expand the Storage node of the tree in the left pane and select the
Tablespaces node.

& Oracle DBA Si

reate on : PC35.ECCAIRS.JRC.IT E

@ Queue Table

-2 | by Redo Log Group
@ 2| @ Refresh Group

- Resource Consumer Group
9 Resource Plan
22 5 'S Role
j s | 29 Rollback Seament
A@ 12 Sequence

s Synanym
0 1] Tab
7] 1 W
. Trigger
£

s Archive Logs @ User
. aReplication L view ]

= Wse vyizard

create|  Cancel Help gl

3. Create a new tablespace by selecting Object = Create... or by clicking on
the green box-shaped icon ‘@ in the left tool bar. From the available
objects, highlight Tablespace and finally click on Create.

4. A tablespace must have a unique name, and the database manager will ask
to supply one. In the dialogue box, enter a valid name of the tablespace, for
example ‘E4DB’.



5 - @ .| . JRC.
General

@ Nare: [E4DB
4

Datafiles

File Directary Size I
CAORACLEWORAD.. |5 (=]

H
[UE

Edit Dataflle

[ Read Only

Type
i@ Parmanent T Temporary

Create Cancel Show S0L Help

References to this same name will be made further in this manual. If you
decide to change this, write the tablespace name in the space below.

Write the name of
the tablespace here

. DB name for lat !
~— or later use!

DBA Studio will automatically use the name for defining the File Name and
use a default File Directory. Click on the filename in the Datafiles grid. Now
use the pencil-shaped icon underneath to edit the Datafile properties.

5. On the dialogue box’s General tab, edit the full path of the datafile to
reflect the folder indicated in paragraph entitled PREPARATION on page 35.

gj Create Datafile - system@PC35.ECCAIRS.JRC.IT

Tahlespace: [EADE

Size:
I[rne sm 100

" Reuse Existing File

= Full Name

Set the size of the database file to meet your requirements. Each occurrence
occupies an average of 50 Kb. In the above example, 100 Mb storage
space is allocated, sufficient for storing approximately 2.000 occurrences.
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6. On the Storage tab, the ‘Automatically extend datafile when full
(AUTOEXTEND)" must be established according to the proper database
policy. With Auto Extend enabled, the datafile will automatically grow in size
when this is required.

% Create Datafile - system@PC35.ECCAIRS.JRCIT

General | Storage

v sutomatically extend datafile when full (AUTOEXTEND)

Increment:

Maximum Size
® Unlimited

7. Click on the OK button and you will be brought back to the Create
Tablespace dialogue with the new preferences for the data files set. Be sure
to set the Status to ‘Online” and the Type to ‘Permanent’.

< il
‘Online’ status and
‘Permanent’ type are

set here.
g

Status
® Online = Read Gnly

Tipe

@& Permanent  © Temporary

Create l Cancel lShowSQL

8. Click on the Storage tab. The settings in this tab define how the tablespace
is managed by the Oracle server. Change upon need and according to the
database policy in force.

?ﬁ‘ Create Tablespace - system@PC35.ECCAIRS.IRCIT

General | Storage

Extent Management. ® Locally managed © Managed in the dictionary

® Autoratic Allacation
" Unifarrm Allocation

Enahle logging
i® Yes - Generates redo logs and recoverable

 Mo- Faster updates, no redo logs generated and not recoverable

_ Create l Cancel lShoWSQL

9. By clicking on the Create button, the system will create the tablespace and
allocate disk space for the data files. This may take a short while. Click OK
to close the confirmation message.

Although the next step is not mandatory (i.e. creating a temporary tablespace,
the predefined TEMP could be used instead), this manual pursues the objective
to creating a data environment that is used exclusively by ECCAIRS 4.



10. Repeat all of the above steps for creating a temporary tablespace, named
for instance ‘E4ATEMP’. Set the size of this temporary tablespace to a
reasonable value (e.g. 25 Mbytes, with auto extend turned on). Be sure to
set the Type to ‘Temporary’ before clicking on the Create button.

Status
® Onling [ Rezd Gnly

Type
 Permanent @ Temporary

‘Online’ status and
‘Temporary’ type are

set here. /

Create l Cancel lShowSQL

11. The ECCAIRS and temporary tablespace have to be associated with a User
account. Expand the Security node of the tree in the left pane and select the
Users node. Create a new user account by selecting Object > Create... or
by clicking on the green box-shaped icon ‘@ in the left tool bar. From the
available objects, highlight User and finally click on Create.

12. On the General tab enter a valid name in the Name field, for example
‘ECCAIRS4’, select Password authentication and enter a password. It is not
important which name and password are given, but these values should
definitively be kept since they will be needed later on. Assign the generated
tablespaces (point 4 on page 44 and point 10 above) in the Tablespaces
section at the bottom.

& Create User - system@PC35.ECCAIRS.IRC.IT

General | Role  Systern Privileges  Object Privileges = Consumer Group — Quota
Narne: [ECCAIRS4

ﬁ Prafile: | DEFAULT

AUIETIREIT

Enter Pagsword:

Confirm Password: |”””’

[ Expire Password Mow

Tahlespaces

Default: E4aDB —
_ 1
Temporary: |[EATEMFP

® Unlocked

Write the name and

the password here
= User Name for later use!
— or later use!

Password (case sensitive)
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The database initialisation script, which will be executed in one of the next steps,
contains instructions for creating tables, constraints, index but also functions. In
order to be able to create these functions, the user account must have sufficient
privileges. Privileges are assigned individually or by using a role.

The default role given by Oracle for new user accounts is ‘'CONNECT’. With
this role, all of the above instructions except creating functions are permitted. It
is therefore mandatory to add this privilege to the account. The next point will
show two methods for doing this.

13. Method 1 — Click on the Role tab and grant this user, in addition to the
CONNECT role which is normally given by default, also the RESOURCE role.
This role grants additional privileges that have to be verified individually.

?ﬁ‘ Create User - system@PC35.ECCAIRS.IRC.IT

General I Role | System F‘nwlegesl Objectin\egesl Caonsumer Group | Quota .

Availahle:

Granted:

Role Admin Option Default
COMNMNECT X [
JRESOURCE x [V

Method 2 — Click on the System Privileges tab and grant this user the
CREATE PROCEDURE privileges. This method is more restrictive.

ﬁ Edit User : ECCAIRS4 - system@PC35.ECCAIRS.JRC.IT

General | Role I System inlegesl Ohjectan\egesl Caonsumer Group | Quota .

Available:
CREATE LIBRARY [

CREATE PUBLIC DATABASE LINK =

ﬂ ES

Systemn Privilege Admin Option

Granted:

A CREATE PROCGEDURE x

14. With Method 1 (above), there is no need for additional settings, because the
role includes the privilege to allocate unlimited space, the so-called ‘quota’.

Method 2 requires that the quota must be set manually. Click on the Quota
tab, and set it, for the two tablespaces assigned in point 12, to
‘<unlimited>’ using the relative option on the bottom of the dialogue.
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15.

%Ereate User - system@PC35.ECCAIRS.JRC.IT

General  Role  Systerm Privileges  Object Privileges  Consumer Group — Quota
Details
Tablespace

Quota Size

=unlimited:=

=none=

=none=

"""""""""""""" | »

When done, click on the Create button for instructing Oracle to create the
user. Click on the confirmation message box. Eventually expand the Security
and the Users node to verify that the user has indeed been created with the
correct settings.

Now that the ECCAIRS database has been created and the user account is
available, it needs to be populated with the necessary system files.

16.

17.

18.

Close DBA Studio and start Oracle’s SQL*Plus Worksheet. Connect directly
to the database using the credentials set forth in point 12, and connect to
the Oracle service in which the database is available (see also point 1).

Load the data structure creation script. Using File & Open (Ctrl-O), load
the proper SQL script intfo the Worksheet. The script to run is called
‘MakeE4Oracle8.sql’ and is stored in the ‘Scripts\Oracle’ subfolder
of the main installation folder of ECCAIRS 4 (chapter 4, in the paragraph
entitled INSTALLATION at point 8 on page 21).

This script is intended for use on Oracle 8i, but newer releases should be
able to execute it without modification.

Execute the script by selecting Query = Execute (F5) or clicking the lightning
bolt-shaped button # on the tool bar. Running the script might take several
minutes. The script will create all the necessary items (tables, keys, stored
procedures, etc.) needed by the ECCAIRS system.

¥ 5QL*Plus Worksheet

Eile Edit

I

Creates table E4MATN
i

CREATE TAELE E4MAIN |
0ID NUMEEE.(10) NOT NULL,
OCCKEY VARCHARZ(40) NULL,
A447_1 NUMEER({10) HULL,
A447_TC VARCHARZ(255) NULL,
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In the bottom part of this dialogue, the Results window, the log of the
initialisation script can be looked through to see if during the execution error
messages have been generated that require intervention.

After successful completion, Oracle SQL*Plus Worksheet can be closed.



WHAT’'S NEXT

At this point, the database has been created on the local machine and is now
ready to accept data. In this common configuration, i.e. with an ECCAIRS
‘Server’ system and a database server — here: Oracle Server, other users access
the data via an ECCAIRS 4 Repository over a local area network (LAN).

The Repository is thus the centre of the local ECCAIRS 4 network: all users must
use it for being able to input, retrieve and display occurrence data. The role of
the Repository is managing occurrence data by means of security, data display
rules and data access configuration.

More information about repositories can be found in the ECCAIRS technical
manuals.

As ECCAIRS Server

If the ECCAIRS system will be accessed by other workstations, then DCOM must
be configured. DCOM allows an ECCAIRS ‘Server’ to receive calls and
communicate over a LAN with an ECCAIRS ‘Client’ system.

» DCOM for remote access from other clients to the Repository Server
e VU v P o Z L P P

As stand-alone system

If the ECCAIRS system will not be accessed by other workstations and will thus
be used as a stand-alone system, then no additional system configuration is
necessary, except for those deriving from the instructions set forth in the chapters
dedicated to the ECCAIRS Repository configuration.

» Setting up an ECCAIRS 4 Repository for occurrence data access

L Pl P v PUREE) - 2L P

Chapter 7

o1






8 CONFIGURING DCOM

DCOM (Distributed Component Object Model) is Microsoft's component
software architecture for use of software objects in networks. DCOM allows such
objects to be run remotely over the network, so components of software
applications residing on different machines can talk to each other.

With DCOM, the modules of the ECCAIRS ‘Client’ and the ECCAIRS ‘Server’
communicate over a LAN and exchange data and information. If DCOM is not
configured correctly, the workstation cannot establish a connection to the server
and to the repository.

Note: DCOM needs to be configured only on the ECCAIRS ‘Server’ and only if
used in junction with other ECCAIRS ‘Client’ workstations connecting to it from
within a LAN environment.

PREPARATION

On the Repository Server, a local user (or domain user in the exceptional case
your system is also a primary domain controller) called ‘E4Administrator’ must
have been created prior to configuring DCOM.

E4Administrator Propetties (7] x]

General | Member Of | Profile |

@ Edadministrator

Full name: |EED—\\H5 4 Administrator

Description: IAccounl fiar the ECCAIRS Aepasitary Services components

Set ‘Cannot change’ 0 e S pesrd S
and ‘Never expires'_ ¥ Ussr pannot change password

¥ Password never expires

™ Account is disabled

= | Eecount is locked out

[a].9 I Cancel Lpply

w= User Name E4Administrator  (fixed)

Write the password
here for later use!

Password (case sensitive)

The given password will be needed every time users want to make the first
connection to this repository server system (see Chapter 11 — SETTING UP A LINK
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TO A REPOSITORY). This password must not expire and it must not be changeable
by the user (see above).

Locking down the '‘E4Administrator’ user

For enhanced security, the access rights for the ‘E4Administrator’ user can be
modified to reduce the risk of unauthorised access. This achieved by editing the
Local Security Policy settings. Restrictions can be put under the User Rights
section that can deny access and logon. Such settings are not mandatory.

B tocal securitysetings ___________ HEIE
| action tiew | & |\@

"ngé PD|IC / | Laocal Setking | - DO nOf POSf fhe
hﬁecuwtv Settings [%]Change the system time Admiristratars ’Deny access to this
E| @ Account pohmes ) Crea:eafafeﬁleh . administrators | computer oot (e

{8 pece network” setting!
-0 Kb .Den';.-' access ko this computer from the network: — 9
E| {8 Local Polic - .
j - .Den';.-' logon as & batch job ECSRYVIE4AdminisEratar
: User A .
. R e .Deny logon as a service ECSRWEdAdministrator
- ublic Ky k )
-8 1P Securt Deny logon locally ECSRVIE4Aadminiskrator
78] Generate security audits
Impersunate a client after authentication Administrators, SERYICE _'LI
4l | 4] | v
[ [

The settings above represent a sample. However, when using this feature, the
only setting that should not be posted is to Deny access to this computer from
the network for the ‘E4Administrator’ user. Otherwise, the ECCAIRS system is
unable to accept connections from remote ‘Client” workstations.

CONFIGURATION

The DCOM configuration on Windows 2000 differs slightly from the one on
Windows XP or Windows 2003 Server. The necessary instructions will address
these operating systems separately. Instructions for Windows XP or Windows
2003 Server are given on page 57.

Windows 2000
To configure DCOM on Windows 2000 do the following:

1. Login on the target repository server system as administrator or as a user
with administrator rights.

2. Click on Start & Run.... Type ‘dcomcnfg’ as name of the program and
press OK.

3. Click on the Default Properties tab and turn Enable Distributed COM on this
computer on by clicking the relative checkbox. Do not make other



modifications on this tab. Do also not modify data on the Default Security
and Default Protocols tabs.

Distributed COM Configuration Properties

Applications  Default Properties | Default Security DefaullProtoco\sl

[V Enable Distrbuted COM or this computer

[ Enable COM Intemet Services on this comptiter

Default Distributed COM communication properties

The Authentication Level specifies securily at the packet level

Default Authentication Level

=]

Next, click on the Applications tab. The ‘Eccairs 4 Repository
Services’ application entry should be in the list. If it is not, then it is most
probable that the ECCAIRS installation has been performed by a user with
insufficient privileges, i.e. not an administrator or equivalent.

Distributed COM Configuration Properties [ 7] x]

Applications |Defau\l Plopeltlesl Defau\lSecunlyI Default Plolocolsl

Applications:

0D 4586E 3D 33D -11D3A326 -001034088FACH
1BE1F766-5536-1101-B726-00C04FBS264F ) |

APE W orker Provider
AP|DeclarationLoader. 4ddinDesigner LI

Propeiss

’Tl Cancel | Spply |

Highlight it and click on the Properties... button. Click on the General tab
and set the Authentication Level to ‘Connect’.

Eccairs 4 Repository Services Properties EE

General | Location | Secuity | Ideniity | Endpoints |

General properties of this DCOM application

Eccairs 4 Repository S ervices

Application name:

Application type: local server

Authentication Level:

C:\Program FileshEcoairs4AE 4R S Senver.exe

Lacal path:

Click on the Location tab and turn ‘Run application on this computer’ on by
checking the relative checkbox. The other checkboxes should be turned off.

Eccairs 4 Repository Services Properties EE
General Location | Secuity | Identity | Endpoints |
The following settings allow DCOM to locate the corect computer far this

application. I you make more than one selection, then DCOM uses the first
applicable one. Client applications may overtide your selections.

[~ Fun application on the computer whers the data is Jocated

™ Run application on the following computer,
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Click on the Identity tab and select ‘The launching user’.

Eccairs 4 Repository Services Properties EH
General | Location | Securiy dentity |Endpmnts|

which user account do you want to use ta run this application?

" The interactive user

¥ {The launching se

 This user

Click on the Endpoints tab to verify that the ‘...default system protocols...’
are available.

Eccairs 4 Repository Services Properties EH

Genelall Lucatlonl Sacumtyl |dentty Endpoints |

Click on the Security tab and select ‘Use custom launch permissions’. Click
on the Edit... button relative to this section. Add the local
‘E4Administrator’ (see PREPARATION on page 53) user with ‘Allow
Launch’ privileges granted. Click on OK for accepting this setting.

PP ———— 2] x]

Genelall Lacation  Security | \dentltyl Endpomtsl

" Use default access pemissions
€ Use custom accegs permissions

You may edit who can access this application.
Edit.. Registry Yalue Permissions E

Registry Value:  LaunchPermission

Owner: Account Unknown

&+ Use custom launch permissions Hame
€@ pdmiisiators Bllow Latnch
- Aoy Catinch
i Allow Launch
’ R 5vSTEM Allavs Launch
\
SN Type of Access: [allow Launch =

QK I Cancel | Add. .. | ﬁemovel Help |

7. Do not change the settings for ‘Access permissions’ and ‘Configuration

permissions’. Press OK to accept the settings for the ECCAIRS 4 Repository
Services application, returning to the main dialogue.

Press Apply and then OK in order to complete the DCOM configuration and
close the dialogue.



Windows XP or Windows 2003 Server
To configure DCOM on Windows XP or Windows 2003 Server do the following:

1.

Login on the target repository server system as administrator or as a user
with administrator rights.

Click on Start 2 Run.... Type ‘dcomcnfg’ as name of the program and

press OK. Open the tree via this path: Component Services 2>
Computers > My Computer > DCOM Config.

Click on the button highlighted in the following figure in order to set the
computer’s properties. Click on the Default Properties tab and turn Enable
Distributed COM on this computer on by clicking the relative checkbox.

Component Services

(B> Fle  Action View Window Help

e~ |B@E XER 20 % = =
I:l Cansole Rook DCOM Config 136 object(s) ~
E @ Companent Services ame S
| =-[ Computers ? \
: =] My Computer 5
2 Cots Applcations & IpeFHpDisplaytiarn. . Diefault Froperties
3 BeoMCanfia &' CLIExternal Class
2 Distributed Transaction € | (@ AccStare Class ¥ Enable Distrbuted COM on this computed
H . AcroExch, PDBookmark
(13 Running Processes @ ncrokxch PoBocknar I~ Enable COM Intemet Services on this computer
Ewent Viewer (Local) @ adobe Acrobat Document
(48 Services (Local) & nlbumDatshass Default Distibuted COM Communication Properties

The Authentication Level specifies security at the packet level

Default Authentication Level

IEunnect j

Do not make other modifications on this tab or on any of the other tabs.
Click on Apply and then on OK to close.

Next click on the button highlighted in the next figure in order to sort the
DCOM obijects displayed as a detailed list.

-, Component Services

(B> Ele  Action View indow Help |;|i|5|
A== R 2

|1 Console Root DCOM Config! 2]

= Component Services Hame | application D =]

i =+ Computers
&) My Computer
(£ coM+ Applications

4
23 DCOM Config g
&
&
&

3 ]
%% IpsPwHipDisplayiiam... {EE632695-1003-47h8-BF26-8772C3A20105)

)‘CUIExtema\ Class {7160413D-73DA-4CEA-95E9- 373564785864}
Baccstore Class {DESDBCDC-104A-4cbe-A4D5-0C21044142C5)
)AErDExch‘PDEDDH’nark {2EAFDB40-690A-101B-9CAB-9240CE2735AE}
% tidobe Acrobat Document  {BS01CASS-A1FC-11D0-85AD-444553540000}

)A\humDatahasa {456233FW€/
The ‘Eccairs 4 Repository Services’ application entry should be
on top in the list. If it is not, then it is most probable that the ECCAIRS
installation has been performed by a user with insufficient privileges, i.e. not
an administrator or equivalent.

[0 pistributed Transaction C
i (1 Running Pracesses
g Event ¥iewer (Local)

Services (Local)
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5. Highlight the ‘Eccairs 4 Repository Services’' entry. Press the
button highlighted in the next figure. Alternatively, right-click on the entry
and from the popup menu, select Properties.

omponent Servires

@ Ble  acion Help RETES]
= = G| |2 [ %
L1 Console Root DCOM Config 138 objectis)
ERe ‘E_QIWPD"W Services Marme: Application ID
=] Computers & s “ 9
-3 g ccog:,',:it:r Jications @ lpeFwHipDisplayNam. .. {EEE92695-1003-47bE-BF26-8772C 3420105}
N DEOM C::Fig @'CUIEXtEI’naI Class {71604 130-7304-4CEA-95B9-373564T05E54}
D Distributed Transaction &A((Stnre Class {DESDBCDC-1044-4chc-A4D5-0C2104A142C5
(21 Running Processes @AcroExch.PDEuokmark {2EAFOS40-6204-101B-9CAS-0240CE2T3AEL
Event Viewer (Local) @Adnhe Acrobat Document  {B801CAGS-A1FC-11D0-8540-444553540000}
Services (Local) ?AlburﬂDatabase {45623BF8-14DA-4764-A92D-EOFEEEFEFO1E}
- N (oo = -GE0E-0020°

6. Click on the General tab and set the Authentication Level to ‘Connect’.

General | Lucatlonl Sacumtyl \dentltyl Endpmntsl

General properties of this DCOM application

Application name: Eccairs 4 Repository Services

Application type: local server
Authentication Level

Local path: C:\Progiam Files\Eccaiis4\E4RS S erver.exe

Click on the Location tab and turn ‘Run application on this computer’ on by
checking the relative checkbox. The other checkboxes should be turned off.

Eccairs 4 Repository Services Properties EH
General Location | Security | | dentity | Endpoints |
The fallowing settings allow DCOM to locate the comect computer for this

application. 1f pou make more than one selzction, then DCOM uses the first
applicable one. Client applications may overide pour selections.

[~ Run application on the computer where the data is located

¥ Fiun application on this computer

™ Fun application on the following computer:

Click on the Identity tab and select ‘The launching user’.

Beneral | Location | Secuily | Endpoirts Identiy |

“which uger account do you want to use to run this application?

" The interactive user

% The launching user

© This user:




Click on the Endpoints tab to verify that the ‘...default system protocols...’
are available.

Eccairs 4 Repository Services Properties

General | Location | Securty Endpaints |\dent|ly|

DCOM Protocols and endpoints:

7. Click on the Security tab and select, within the ‘Launch Permissions’, the
‘Customize’ option. Click on the Edit... button relative to this section. Add
the local ‘E4Administrator’ (see PREPARATION on page 53) user with
‘Allow Launch permission’ privileges granted. Click on OK for accepting this
setfing.

Eccairs 4 Repository Services Properties EHE
Eenera\l Lacation  Security |Endpulnts| \dentltyl
Launch Permission 7] x|
Launch Permission;
S it
[PH Diatal EE\'"WI

[Group or user names:

!ﬂ Adrministratars (ECCAIRS-PCI5\Administratars)

€3 INTERACTIVE
€7 SYSTEM

Permissions for ECCAIRS 4

Administiator Allow Deny
Launch Pemission O

8. Do not change the settings for ‘Access permissions’ and ‘Configuration
permissions’. Press OK to accept the settings for the ECCAIRS 4 Repository
Services application, returning to the main dialogue.

9. Press Apply and then OK in order to complete the DCOM configuration and
close the dialogue. Close the Component Services application.
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WHAT’S NEXT

At this point, the ECCAIRS 4 Repository Server system is ready to store data in
the database and accept connections from other workstations over a local area
network (LAN). The users will need a Repository made available by the
Repository Server to which they can connect.

Using a Database

In the common ECCAIRS 4 configuration, the next step consists in setting up a
repository that allows users to interact with data stored in a database server.

> Setting up an ECCAIRS 4 Repository for Database access

S L L VIV Pk o P P
Using ECCAIRS 4 Files (E4F)] only

In the particular case that the Repository Server must manage, in a controlled
manner, the storage of occurrence data into ECCAIRS 4 files (.E4F) without
running a database server, then a repository known as ‘File Access Repository’
must be made up separately.

» Setting up an ECCAIRS 4 Repository for File access

U DR
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9 CONFIGURING A DATABASE ACCESS

REPOSITORY

The Repository is the centre of the local ECCAIRS 4 network: all users must use it
for being able to input, retrieve and display occurrence data. The role of the
Repository is managing occurrence data by means of security, data display rules
and data access configuration.

The Repository is usually defined on the same system that runs the database. In
the case of an MSDE based repository this is the workstation itself, otherwise it is

the database server. Other configurations are possible and are described in the
ECCAIRS 4 technical manuals.

CONFIGURATION

The steps required to activate the repository for database access are:

1. Login on the system where the ECCAIRS ‘Server’ has been installed (see
chapter 4). Click on Start = Programs = Eccairs 4 = Administration =
Repository Manager.

i:Repository Manager

File Repository Updates Help
HA|E

e Geneial | Users | Rales | Profies |

Name [EaF

Description |

Server Connection Type I DCOM

Kil

Published v
Has Database -

Automatic Tewt Indesing |No

Offiine usage allowed INo

Backup snshled [Ha

L Lo e

Backup destination folder |

The main screen of the Repository Manager is split in two parts: at the left,
there is a list of available repositories and at the right, there is a tab strip
with the details of the highlighted repository.

A predefined repository called ‘E4F’ is available. This repository is used in
situations where no database is needed (see chapter 10). Do not change or
remove this repository unless there is a need to do so.
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2. Add a repository by selecting Repository > Add or by clicking on the icon
on the toolbar showing a drum with the plus sign &. The Repository
Manager will add it to the list and highlight it for immediate edit.

iRepository Manager
Eile Repository Updates Help

EEIL |

EDESF General | Users | Roles | Profiles |
T REFOSITORY1

Mame |MY REPOSITORY

Description IMy first repositany

Server Cannection Type IDEEIM j
Fublished v
Has Datahase v

Automatic Text Indesing | Yes

Offfe usage alowed Mo

Backup enabled IND

[ Ll el 1

Backup destination folder |

3. Enter a unique (and meaningful) name in the Name field. The same name is
exposed by the Repository Server to the ECCAIRS “Client’ systems when they
want to establish a repository link to this server (see also chapter 11, entitled
SETTING UP A LINK TO A REPOSITORY). Put an optional description for this
repository in the Description field.

4. Select for the field Server Connection Type the value ‘DCOM’. Mark the
Published field so that this repository becomes available for the connecting
users. By turning this option off, the repository is put off-line so that it is
possible to perform set-up or maintenance while avoiding that users
continue to use it.

5. Mark the Has Database field, indicating that the repository is connected to a
database server for storage of occurrence records. By turning this option off,
the repository is used for ECCAIRS 4 File (.E4F) data access only.

6. Set the Automatic Text Indexing field to ‘Yes’, so that all words in the
narratives are automatically and individually indexed. In this manner, it
becomes possible to search for specific words contained in the narratives
(such as the word «bottle»). Depending on the size and complexity of the
narratives, this option can negatively impact on the system’s performances. If
this function is not required, then select ‘No’.

7. Set the Offline Usage Allowed to ‘No’.
8. Set the Backup enabled to ‘No'.

ﬁ Please note that this option only turns off a feature of the ECCAIRS Server
that makes hard copies (backups) to disk of every occurrence record that
is inserted, modified or deleted from the database. The chosen setting



does not block or otherwise impede, in any manner, the regular backup of the
database with dedicated backup tools. Setting this option to ‘Yes’ requires
special configuration that goes beyond the scope of this manual.

Setting up Profiles

A profile is a set of characteristics or limits for a determined operational area in
the ECCAIRS system. Different types of profiles exist, individually taking care of
managing specific tasks in the targeted area. Without profiles, it is not possible
to use the ECCAIRS system. Profiles can be combined into roles. This makes it
possible to configure users by assigning roles instead of individual profiles.

A repository that can serve the needs of the connecting user must contain, apart
from an account ID and related password, a certain number of mandatory
profiles, being one security profile, one data source profile, one browser
application profile and at least one view profile.

The normal configuration set-up order is, based on the previous two
paragraphs, to establish the Profiles first, then to manage the Roles and finally to
build the User account IDs. The order in which the different profile types are
created is not important.

1. Click on the Profiles tab and select Profiles = Add or click on the icon with
the *+ sign in the toolbar to add profiles to your repository.

i’ iRepository Manager o] x|
Eile Repository Profiles Updates Help

H# =+ x ‘
P ESF \ General | Users | Foles  Profiles |

T} REFOSITORY1 \ = e e T

~

~ -
Type  [Secuty =] Copyhom..
Impart. ’
1d |MY5EEUF\ITV = =

Edit

Vesion 1 New..

0K | Cancel |

Every profile has a Type, Identification tag (Id) and Version number, so that it
can be identified later. The four buttons on the right side of the dialogue are
for copying from an existing profile, importing an external profile, editing of
the current, and for defining a new profile from scratch.

Select Security from the type list, input ‘MYSECURITY’ as Id and ‘1’ as
Version.

2. Click on the Import button. A dialogue box appears that allows selecting an
existing profile as a template for building this new profile. Within the
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ECCAIRS installation package, some general-purpose profile templates are
made available for every mandatory profile except for the Data Source
profile (the reason for this is explained later, at point 4 on page 67).

Open 2]
Laok in: I_;l Prafile Templates j ] £ E-

=) BrROWsER £pf

1= viEw_ADREP PREL WEB.epf
=0 viEw_ADREP PREL.epf

=) viEw _ACRER WER. epf

e viEW ADREP.epf

(=) view_aTh PREL WEB. epf
=) viEwr_aTr PREL.epf

=) vIEW _TH) WER. epf

[P viEws_aTi.epf

File pame: [sECURITY.2pt | Open
?; = Fies of pe [Eccairs 4 Frafile Files 1%.e0f) | Cancel

Z

Profile templates are stored in the ‘Tools\Administration\Profile
Templates’ subfolder of the main installation folder of ECCAIRS 4
(chapter 4, in the paragraph entitled INSTALLATION at point 8 on page 21).
Profiles from other repositories can be used as a template as well.

From the list of profiles, highlight the one named ‘SECURITY .ep¥’, which
is the pre-set security profile for the ECCAIRS repository. For the moment,
this security profile is used “as is”; if desired, it can be modified later.

Click on Open, and on the Profile dialogue box click on the OK button.

In the same way, a Browser Application profile (importing the settings from
the ‘BROWSER .epf¥’ file) and two View profiles must be created, being the
ADREP full view (importing ‘VIEW_ADREP.epf) and the ADREP
preliminary view ('VIEW_ADREP_PREL .epf').

rofie
R Er— 4
d [MEROWSER Toe  [viens
Version[1 4 [fvADPERTEW
Version |1 New
ok Cancel

Tope  [Views =] Copyfom

Id IMYADHEFFF\EL\MVIEW

Veision |1

If desired, view profiles based on the ATM full and ATM preliminary views
can be created.



4. The last profile that needs to be created is a Data Source profile. Select

Profiles > Add or click on the icon with the + sign in the toolbar, and select
this type from the Type option list. Give the profile the Id ‘MYDATASOURCE’
and enter ‘1’ for the Version.

Type  [DataSource ] Copyhom..
Impart.
1d [MYDATASOURCE

Version |1

L T T PP T TP TCTPIPPPPPPPPT ;

Ok Cancel |

Because of the fact that the connection to a database must be set using the
parameters of the existing database server, it is not possible to create this
profile by loading data from a template: it is necessary to create a new one.

Click on New.... This will bring up the Data Source Profile Manager.

+“Data Source Profile Manager

1~ Profile Identification
Identification [MvDaTaSOURCE

Wersion 1 Date  |12-10-2005 11:53.46

Description |

- User Identificatian

User Mame |

Password |

Cannection Parsmeter
(T_\Jpe | j
I Filter results with query
71
=

The amount of data that must be supplied to this profile (connection
parameters, user identification, etc.) varies according to the kind of
database server installed. Information set back in this manual must be used
to configure and test the connection.

Within the Connection Parameter section, a button called Custom is
available. This button allows modifying the pre-set connection configuration
for the selected type. In normal situations, these pre-set settings will allow
connecting to database servers without problems, but in case of special
networking implementations (firewalls, proxies, etc.) it might very well be
necessary to make modifications (see paragraph CUSTOMISING THE
CONNECTION STRING on page 74).
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When using MSDE (chapter 5) — select connection type ‘MSDE’, enter the
user name and password (page 32, point 17), the database name (page
31, point 13) and the full identifier of the server (page 30, point 10).

:-:Data Source Profile Manager

-~ Profile: | dentification

Identification IMYDATASDUHEE
Wersion i Date 12-10-2005 11:53:45

Description |My Data Source Prafile

- User Identification
User Name |Eaadministratar

Password Ixxm«xxm«xxm«xxx

i~ Connection Parameter

Type MSDE h Custom
Database Mame IEdDE
Server Machine  |[ECWKST\ECCAIRS Test..

When wusing SQL Server (chapter 6) — select ‘SQLSERVER2000" or
‘SQLSERVER?7’, enter user name and password (page 39, point 12), the
database name (page 37, point 4) and server name (page 36, point 2).

i**iDaka Source Profile Manager

- Profile | dentification

Identification [MvDATASOURCE

Wersian [ Date  [12-10-2005 1155 46
Description [My Data Source Profile

- User [dentification
User Name |EdAdmiristrater

Paszswaord Ixxxxxxxxxxxxxxx

i~ Connection Parameter

Type ISQLSEHVEHZUDU > Custom
Database Name IEADE
Server Machine IECSHV Test..

[~ Filtes results with query

Oracle (chapter 1) — select ‘ORACLE ORACLE’, enter user name and
password (page 47, point 12) and provide the data source name (page 44,
point 1).

-“:Data Source Profile Manager

- Profile | dentific ation

|dentification JMrDATASOURCE
Wersion [ Date  |12-10-2005 11:559.46

Description |My Data Source Prafile

- User |dentification

User Hame |Edadministrator

Password Ix}e}exx}e}exx}e}exx}e}e

i~ Connection Parameter

Type IUF\ACLE ORACLE - Custom
Data source IF‘C35 Test..

[~ Filtes results with query




Once all information is entered, a Test... button comes available, which
tests the connection to the database.

6. Click on the Test... button. The Repository Manager will try to connect with
the supplied parameters to the database server and instance. The applied
connection string is displayed in the top of each message box.

Test Database Connection =]

Provider=0RA0LEDB. Oracle. 1 Persist Security |

Info=F alse:Data Source=PC35
Message 1
OK

* 4 Your Databass connection is OKI
Y —
g I Provider=0RAOLEDB. Oracle. 1 :Persist Security
Problem! Info=False.Data Souce=PC35
o —

€3 There is a pioblem with the connection

When all connection parameters entered are correct and the test succeeds,
then the program will issue the first message box; if not, then the second
message box is displayed.

Should there be a problem with the connection, then try to retype the data
entered in the previous point. It might have been incorrectly copied (mind
the case-sensitive passwords).

If the test still fails, then contact a system administrator, as it could be
necessary to customise the connection string (see the paragraph entitled
CUSTOMISING THE CONNECTION STRING on page 74).

Click Close to close the message box.

7. The bottom part of the Data Source Profile Manager contains a section
entitled Filter results with query. The fields in this section can be activated by
putting a checkmark in front of the section’s name. If properly configured,
this section allows for setting a filter that influences the occurrences retrieved
from the database.

™ Filter resuits with query
£l
=

For the moment, leave the option unchecked.
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8. Return to the Add profile dialogue by clicking Save and pressing OK to

accept the configuraton for data source profile.

9. Before continuing, it is suggested to save the current seftings for this
repository by using Repository = Save or by clicking on the icon on the
toolbar showing a drum with a diskette @.

-:Repository Manager
Eile Repaository Profiles

Updates Help

A=+

x

EPEAF
MY REFOSITORY

Genara\l Usersl Foles  Profiles |

[ Tupe [Wersion

Data Source

= MYSECURITY Secuity
= MYADREPYIEW Wiews
G MYADREPPRELIMVIEW Views

Browserapplication 1
e 1

Setting up Roles

Since all required profiles have been generated — the Dictionary profile is not
mandatory — a Role will be set up with these profiles assigned, so that they can
be rapidly assigned to users by the means of this same role.

1. On the main window of the Repository Manager, select the desired
repository, click on the Roles tab and select Roles = Add or click on the
icon with the + sign in the toolbar to add a role.

2. On the dialogue box that appears, give the role a name and a description
(optional). Click on the All Profiles tab and put a checkmark in front of all
profiles in the list, by clicking on the check box itself.

i 'iRepository Manager (Ol x|
Eile Repository Roles Updakes Help

| &+ » x |
=D EaF General | Users  Roles |Prmnas|

P50 MY REPOSITORY Frole Narme T

Name

Desciiption

|MYROLE

AlPrafles |Securty | Data Source | Dictionary | views | Browserappicd [ »

| Tupe

[d

[ Wersion

[ Dats So

Security
= | |HAviews
[ views

Browserapplication MYBROWSER

urce MYDATASOURCE
MYSECURITY
MYADREPVIEW
bvADREPPRELIMYIEW

1

™ Selected Items Only

Cancel

The other tabs (Security, Data Source, etc.) can be used to select the desired
profile of that specific type individually. From a functional point of view,
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there is no difference between selecting a profile using the specific tab or the

All Profiles tab.

3. Click on the OK button to return to the Repository Manager’s main window,
where the new role will be displayed.

Setting up Users

1. On the main window of the Repository Manager, select the desired
repository, click on the Users tab and select Users > Add or click on the
icon with the * sign in the toolbar to add a user.

2. On the dialogue box, type a username and a password that must be
confirmed. Assign the role created in the previous paragraph to the user
(which also assigns the profiles automatically and unyieldingly).

i’ iRepository Manager

Eile Repository Users

Updates Help

=181

A e+ v

x

BEF
[P MY REPOSITORY

General  Users | Roles | mellesl

User Name

[ Fiole Name

[ Rieporting org.

Name

Password

Canfitm Passward
Role

Oiganisation

Superlser

[MYUSER

r

8l Profies | Security | Data Source | Dictionary | views | Browserappicatior «[»

7]

Type

[1d

[Wersion |

Browserdpplication MYBROWSER 1
Data Source MYDATASOURCE 1
Security MTSECURITY 1
[ views MYADREPYIEW 1
[ views MYADREPPRELIMVIEW 1

I Selected ltems Only

Cancel

3. Next, assign an Organisation to the user. Click on the button with the red
triangle » at the right side of the input field. An extended option list will
come up from which the name of the organisation can be selected.

i,‘::.:The name of the organization that is responsible for the report.

Coded Value | Altemative Value |

T

o TH
o
Other

[

Slel =]

e |
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It is also possible to search for the organisation — especially when the
available options are numerous — by using the filter and typing [the
beginning characters of] the organisation’s name or nation. In this way, the
application will display a reduced set of options from where the desired
organisation can be selected.

iThe name of the organization that is responsible for the report.

Coded Value | Aemative Valus |

ER]
Italy [AIB]
B -ATH
: Italy [EM&N)
SR

Itcly (CA4)

=N ]I? Iitalﬂ [ [ o Cancel

4. Finally save the current settings for this repository by using Repository >
Save or by clicking on the icon on the toolbar showing a drum with a
diskette =,

The repository can be populated with an unlimited amount of users, but at least
one is mandatory. It is also a good idea to assign the Super User attribute to at
least one user (for instance the administrator of the ECCAIRS system), which
means this user will have additional and special privileges, such as releasing
occurrences locked by other users.

When all profiles, roles and/or users have been added, close the Repository
Manager and allow it to save the modifications. Modifications can be made at
every time in the future simply by running the Repository Manager again and
performing the steps described in this chapter.



SAVING THE REPOSITORY CONFIGURATION

In order to safeguard the repository configuration for unintended modification
or, worse, failures of the system on which the Repository Server is installed, it is
possible to make a backup of the repository configurations.

Using this feature it is also possible to quickly initialise another ECCAIRS
‘Server’, for instance when you want to upgrade your system to new and more
powerful hardware. By backing up the repository of one server and restoring it to
a new one, this job is rapidly accomplished.

Backing Up
1. Open the File menu and select Create backup.

Save As K E3
Save jn: IDHepus\tunas j - £F EE-

PC3S (2004-05-23).bck.

File nane: [Backup of my Repository Server | Save |
‘ 7] Save as e |Eceaii: 4 Repository Backup Files =1 Cancel

>

Decide the destination folder as well as the name of the backup file. This file
contains the entire contents of the Repository Server, thus it is not possible to
selectively backup a specific repository. Click Save.

Restoring
1. Open the File menu and select Restore Backup.

Open 2] x]
Lok ir: | = Reposiorie J I = W

PC35 (2004-05-287. bk

File name: [Backup of my Repository Server bk | Oren |
. =) Fiesofpe:  [Fonsis 4 Reposton Backup Fiks =] Carcel

Zi|

Pick the desired ‘Eccairs 4 Repository Backup File” and click Open. This file
contains the entire contents of the Repository Server, thus it is not possible to
selectively restore a specific repository. Click Save.
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CUSTOMISING THE CONNECTION STRING

The next instructions should be performed by a system administrator or by
a database administrator only.

As written earlier, the configuration contained in the pre-set connection allows in
normal situations for connecting the Repository Server with the database without
problem. Customising the connection string is therefore not necessary.

Sometimes, though, this predefined setting does not allow establishing a
connection because it might not contain those instructions that permit to work
with special networking implementations (firewalls, proxies), security or database
seftings. This is the case when special database network libraries are in use.

In order to modify the connection settings, do the following:

1.

Login on the system where the ECCAIRS ‘Server’ has been installed (see
chapter 4). Click on Start = Programs = Eccairs 4 > Administration >
Repository Manager.

Click on the Profiles tab, highlight the data source profile and select
Profiles = Edit or click on the icon with the ¥ sign in the toolbar to edit this
profile. On the dialogue box, click on the Edit... button for editing the
parameters of the profile, and finally click on the Custom button.

7 s e S

Connection Parameter
Type [wspe Cuztom -_———
-~
[ratabase Mame IEADE e -~ \
Customize Database connection ]
Server Machine IEEWKSW\

Provider=5LOLEDE.1.Persist Security Info=False Initial Catalog=E4DE Data &
S ource=ECWHES1NECCAIRS

[I_ Filter results with query —

Test. | oo | [ Accept | concel |

The dialogue box coming up contains a text field with the current connection
string and a series of buttons. The connection string is written using the
syntax for Connection object of the Microsoft ActiveX Data Objects (ADO).
Refer to the ADO documentation for additional information. The next figure
shows a sample modification (in bold).
e re—————

|Driver={5ﬂL Servery|nj [ oueToveneRe

|
Test. | e |[ docest | cancal |

Within the connection string, all the connection parameters except the User
ID (UID) and password may be written, because they are utilised during
opening of the connection as separate and stand-alone parameters.




3. By clicking on the Accept button, the new configuration will substitute the
default connection string. The Data Source Profile Manager will modify its
dialogue accordingly and display a modified connection Type posting the
name of the original type and the ‘Custom’ suffix.

Cannection Parameter

Type MSDE Custom 'I Custom
Test.

™ Filter results with query

The Test... button is available for testing the custom connection parameters
on the fly. Click on Save to store the customised settings.

Removing the customisation

If the custom connection string needs to be removed, because of the fact that
the circumstances that had originally required a modification have been
revoked, then perform steps 1 and 2 of the previous section and click on the
Clear button instead.
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WHAT’S NEXT

At this point, the ECCAIRS 4 Repository Server system is ready to store data in
the database and accept connections from other workstations over a local area
network (LAN). The users will need a Repository made available by the
Repository Server to which they can connect.

Using a Database only

In the common ECCAIRS 4 configuration, the next step consists in setting up a
link to the repository from one of the tools available on an ECCAIRS client
(Browser, Grapher, etc.).

» Setting up a link to a ECCAIRS 4 Repository from an ECCAIRS client
Ay v VS Yk S ¥

Using ECCAIRS 4 Files (E4F) also

In the particular case that the Repository Server must manage, in a controlled
manner, the storage of occurrence data into ECCAIRS 4 files (.E4F) while also
running a database server, then a repository known as ‘File Access Repository’
must be made up separately.

» Setting up an ECCAIRS 4 File Access Repository

e v P Pk 2L PR
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10 CONFIGURING A FILE ACCESS

REPOSITORY

The ECCAIRS 4 Browser has been designed to allow data access to files instead
of to a database. This type of access is perfectly suited for those situations where
the overhead and the resources required by a database management system are
either not desired or not available.

A special, pre-configured, repository is made available after installation of the
reporting system, which can be used for this purpose. This repository is edited
with the same tool called ‘Repository Manager’.

The data created with this repository is 100% compatible with data stored in
database based repositories, and can be easily imported in any supported
database at a future moment. It is also possible to export database data to files
and distribute them to workstations that use only this kind of repository.

CONFIGURATION

The steps required to activate the repository without a database are:

1. Login on the system where the ECCAIRS ‘Server’ has been installed (see
chapter 4). Click on Start = Programs = Eccairs 4 = Administration >
Repository Manager.

!Repository Manager

File Repository Updates Help
LI |

e Gerenal | Users | Roles | Frofes |

Name [E4F

Description |

Server Connection Type |DCOM

L

Published Iv
Has Database -

Automatic Tewt Indeding |No

Offiing usage allowed INo

Backup snshled [He

[ K RN

Backup destination folder |

The main screen of the Repository Manager is split in two parts: at the left,
there is a list of available repositories and at the right, there is a tab strip
with the details of the highlighted repository.

A predefined repository called ‘E4F’ is available, which will be used in this
chapter. If desired, a new repository can be made up instead.
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2. On the General tab, select for the field Server Connection Type the value

‘DCOM’. Mark the Published field so that this repository becomes available
for the connecting users. By turning this option off, the repository is put off-
line so that it is possible to perform set-up or maintenance while avoiding
that users continue to use it.

Leave the Has Database field unchecked. This indicates that the repository is
not connected to a database server and that it is used for ECCAIRS 4 File
(.E4F) data access only. This will also tell the Repository Server to ignore the
sefting for the Automatic Text Indexing field: automatic text indexing works
only on repositories having a database.

Set the Offline Usage Allowed to ‘Yes’ if it must be made possible for the
mobile users that normally connect to this repository at work, to be able to
continue managing occurrences in .E4F files when they are off-site. If setting
it to ‘No’, then they must always connect and login into the Repository
Server to get properly authenticated.

Setting up Users

1.

On the main window of the Repository Manager, select the desired
repository, click on the Users tab and select Users & Add or click on the
icon with the + sign in the toolbar to add a user.

On the dialogue box, type a username and a password that must be
confirmed. Assign one of the pre-defined roles of this repository to the user
(which also assigns the pre-defined profiles automatically and unyieldingly).

;. iRepository Manager (ol x|
File Repository Users Updates Help

AF| g+ » x |
=E3 Generel Users | Roles | Frotfies |
Uszer Name | Role Name | Reporting org. |

Name [mrusER

Pazswiord [

Confim Password [

Rale |<No Rolex j

Organisation

_| Superliger

There is a choice of four roles from which to choose, each related to the

view made available to the user (ADREP, ATM, ADREP SHORT and ATM
SHORT). In addition, there is the FULL role that will allow the user to use any
of the four views available in the repository.



3. Next, assign an Organisation to the user. Click on the button with the red
triangle at the right side of the input field. An extended option list will come
up from which the name of the organisation can be selected.

i/ The name of the organization that is responsible for the report.

Coded Value | Alemative Yalue |
AlB

e RE e

Slel=|=] |

It is also possible to search for the organisation — especially when the
available options are numerous — by using the filler and typing (the
beginning characters of) the organisation’s name or nation. In this way, the
application will display a reduced set of options from where the desired
organisation can be selected.

i/The name of the organization that is responsible for the repork.

Coded Value | Alemative Value |

B--418

L iy [RIE)
Bl ATH

Ll (ENBY)
- CA4

oy [C8a)

SlEl] "? Iital_d N cacel |

4. Finally save the current seftings for this repository by using Repository =
Save or by clicking on the icon on the toolbar showing a drum with a
diskette .

The repository can be populated with an unlimited amount of users, but at least
one is mandatory. It is also a good idea to assign the Super User attribute to at
least one user (for instance the administrator of the ECCAIRS system), which
means this user will have additional and special privileges, such as releasing
occurrences locked by other users.

When all profiles, roles and/or users have been added, close the Repository
Manager and allow it to save the modifications. Modifications can be made at
every time in the future simply by running the Repository Manager again and
performing the steps described in this chapter.
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WHAT’S NEXT

At this point, the ECCAIRS 4 Repository Server system is ready to store data in
the data files and accept connections from other workstations over a local area
network (LAN). The users will need the Repository made available by the
Repository Server to which they can connect.

As ECCAIRS Client

In the common ECCAIRS 4 configuration, the next step consists in setting up a
link to the repository from one of the tools available on an ECCAIRS client
(Browser, Grapher, etc.).

» Setting up a link to a ECCAIRS 4 Repository from an ECCAIRS client

e v i L a2k =%
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11 SETTING UP A LINK TO A REPOSITORY

When a Repository Server has been set up and the system configuration has
been performed correctly, all the repositories tagged as ‘published’ contained in
the Repository Server can be accessed from any workstation, including from the
Repository Server itself.

All' ‘Client’ applications, such as the Browser, the Grapher, etc. which are
contained in both versions of the ECCAIRS 4 software, use a login mechanism
that is based on a logical link between the workstation and the Repository
Server. The link contains information about the repository name and the
computer system on which it is available.

Within this chapter, the Browser will be used to set up a link, but in practice,
these instructions can be applied in any of the ECCAIRS applications.

CONFIGURATION

The steps required to set up a link to a repository are:

1. Start the ECCAIRS Browser application from Start = Programs -
Eccairs 4 = Browser. If it is the first time that the Browser is started, no
repositories are available yet in the Repository names list on the Logon
dialogue. Otherwise, the last repository used will be displayed.

——
ECC 4IRS
B ‘A" M

Fepository | =l
Usemame:
Mare. .. | l
Password |
.
~

L - J Change F‘wdl 1] | Cancel |

To add a repository reference, click on the More... button. Additional
buttons come available. These buttons can be used to add, edit or delete
repository references and are normally hidden to the user.

2. Click on the Add... button. At the top of the Repositories dialogue box there
is a field for entering the name of a Repository Server. If the name is known,
then it can be typed directly using the ‘<domain>\<server>’ notation,
otherwise ask the ECCAIRS administrator for the complete reference.

You can also use the Browse... button to select a Repository Server from the
computers available in your networking environment, like in the above
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figure. Your workstation will be displayed at the bottom of the list with the
‘(local)’ suffix, here ‘/ECCAIRS-PC35 (local)’.

iiRepositories |

Server | Browse. .. | -
Repositaries I ~

| \

tliss |

iFind Computer

ocom |

E|.,l‘“' Microsoft windows Mebwork,
By ECCAIRS
+..8l ECCAIRS-PC3S
t..8) ECCAIRS-SRAVT
EL-T§ECCAIRSDE:
+...B) ECCOR&DE
E‘ ECCAIRS-PC35 [local)

Cancel

If the Repository server is located in a Microsoft Windows Network domain
other than the ones listed above, then it becomes necessary to use the IP
address of the server and to type this address twice in the Server field, such
as for instance ‘192.168.1.10\192.168.1.10".

Once a valid Repository Server is selected, the Browser will ask a security
password and test the connection.

iiSecurity Alert

The system that hosts the repository pau are ting to connect to
requires a password.

Contact your ECCAIRS administrator b obtain the passward for
the repository server and type it in the text box below

Pasaword:

If you connect locally, enter “local” (without quotes). Otherwise, the
password is the one given to the Windows user created for DCOM on the
Repository Server (see chapter 8, in the paragraph entitled PREPARATION on
page 53). This password should not be divulgated in an uncontrolled
manner to any user, but only to those entitled for setting up links.

If the password is correct, then the available Repositories will be presented.
Select the desired repository from the list, for example ‘MY REPOSITORY’,
created earlier in this manual. Click OK to confirm.

i=iRepositories

Server |EEm\HS-PEEE\EEm\HS-F’E35 Erowse.. |

Repositoies  [DCOM - E4F
DCOM - WY BEPOSITORY

thias |

Cancel I

Back on the Logon dialogue box, you must select the new Repository
reference from the list. Input the username and password that have been
configured for this repository (see also on pages 71 and 80).



Repository | b REPOSITORY =l
Usemame [MYUSER

Password [

sdd | Edt | Demts |

Ehangerdl R I Cancel |

6. Click on OK for finally connecting to the ECCAIRS repository and starting up
the Browser application.

Using Aliases for the repository link

The name of the repository is inherited from the Repository Server (Chapter 9,
point 3 on page 64). To give more meaning to the name, an ‘Alias’ can be
used to personalise the name of the repository.

i iRepositories

Seiver [ECCAIRS-PLIBAECCAIRS-FL35 Biowse... |
Repositories [0COM - 1y AEPOSITORT

iz [THIS IS ON PC35

Cancel

The use of an alias becomes mandatory if you are referencing a repository on a
server, but you already have a reference to a repository with the same name but
hosted on another server.

For instance, you have a repository called ‘REP1’ on a server called ‘SRV1’,
and you are connecting to a server called ‘SRV2’ where a repository called
‘REP1’ is also available.

Since ECCAIRS uses the repository’s name for associating the target server,
‘REP1’ will not be sufficient for uniquely identifying the correct server.

ar=ne o ol kA REPOSITORY [THIS |S O PC35]

add | Edt | Delee |

Change Pwd | oK I Cancel |

The repository alias bypasses this limitation, because it allows defining a free
format unique identifier for the repository. In the example, a valid alias could be
‘REP1 on SRV2'. ‘REP1’ would continue to reference the ‘SRV1’ server.
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12 CONFIGURATION DATA SUMMARY

Tip: make a copy of this page and store it in a secure place.

Operating System - DCOM
User Name t4Administrator __ (fixed)

Password (case sensitive)

Database Server Information
Server type O Microsoft SQL Server O Microsoft MSDE O Oracle

Server/Instance

Database

User Name

Password (case sensitive)

Repository Server Information

Server name

IP address

Repository

User Name

Password (case sensitive)

User Name

Password (case sensitive)

User Name

Password (case sensitive)

Repository

User Name

Password (case sensitive)

User Name

Password (case sensitive)
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